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(U) Information for First Responders
(U) What are the symptoms of cyanide exposure?

(U) Cyanides are highly toxic systemic poisons that block the body’s ability to
use oxygen. They are especially toxic to the brain and heart and are absorbed

well by inhalation and ingestion.
(U) Low-level exposure: (U) Severe poisoning:
* Rapid breathing * Rapid loss of consciousness
* Restlessness * Convulsions
* Dizziness * Coma

¢ Headache e Slow heart rate/low blood pressure
¢ Rapid heart rate e Lung injury

* Nausea/vomiting * Respiratory failure/death

(U) Warning labels first responders may encounter

(U) Commercially packaged cyanide products will usually have the word
cyanide printed on the label, for example “sodium cyanide” or “potassium
cyanide.” Cyanide products might contain one or more of the following warning

labels:
e E2

POISON TOXIC

INHALATION
HAZARD
6 6

(U) Examples of warning labels used on containers containing cyanide compounds. Source: seton.com

(U) DHS encourages recipients of this document to report information
concerning suspicious or criminal activity to DHS or the local FBI office.
The DHS National Operations Center can be reached at 202-282-9685 or
by e-mail at NOC.Fusion@dhs.gov.

(U) For comments or questions on the content or dissemination of
this document, please contact the DHS/I&A Production Branch at
IA.Feedback®@hq.dhs.gov.

Produced November 2010
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(U) Background Information
(U) What are cyanides? ecplaza.net

(U//FOUO) Cyanides are among the most likely
compounds terrorists would use in a chemical attack
because of their toxicity, availability, and ease of crude
dissemination. They can exist in multiple forms:

* Sodium cyanide (NaCN) - white/yellow solid.
* Potassium cyanide (KCN) - white/yellow solid.

* Hydrogen cyanide (HCN) - colorless gas with
almond-like odor.

e Cyanogen chloride (CNCI) - colorless gas/liquid with
acrid, choking odor.

(U) What are cyanides used in commercially?

e Steel production * Gold and silver e Mining

extraction

e Synthetic fiber ¢ Pesticides

production * Photography

* Metal Cleaning
* Dye and pigment * Plastics

! e Electroplatin
manufacturing P g

* Jewelry
¢ Chemical synthesis

(U) How can cyanides be used in attacks?

(U//FOUO) Salts and liquids: Added to food, beverages, or water supplies,
placed on surfaces as a skin contact poison, or disseminated in mail.

(U//FOUO) Gases: Using an improvised chemical device to disseminate in an
indoor location such as in public transportation or other public venues.

; ——
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(U) Subway/metro.

(U) Restaurant. (U) Movie theater or auditorium.

(U) Indicators of Illicit Production
(U) Hydrogen cyanide gas

Paint can with holes

A strong acid

Cyanide salt

Potassium permanganate
Blasting cap

orwbdPE

(U) Improvised chemical device.

(U//FOUO) An improvised chemical device, designed to release hydrogen
cyanide gas by mixing several chemical components, could look like the
device above, with all the components contained in a small vessel. This type
of device would be most effective in a small enclosed space.

(U) Sodium cyanide salt

(U//FOUQO) Sodium cyanide can be produced using sodium carbonate
(washing soda), charcoal, and ferric oxide.

supplyhero.com carbonresources.com answers.com
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(U) Sodium carbonate.

(U) Charcoal. (U) Ferric oxide.

(U) Potassium cyanide salt

(U//FOUQ) Potassium cyanide salt can be produced | (U) Additional Indicators

using potassium ferrocyanide and potassium * Gloves
carbonate. * Goggles

Intellipedia dimachem.com * Masks
e * Unusual odors

e Chemical burns

e Chemical/laboratory
equipment

* Recipes for cyanide

e
‘1" .
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(U) Potassium ferrocyanide.

(U) Potassium carbonate.
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Office of Intelligence and Analysis
I&A Customer Survey

Product Title: (U) Cyanide: Production Indicators

1. Please select the partner type that best describes your organization. BSEEIell:!

2. How did you use this product in support of your mission?

[ Integrated into one of my own organization’s finished information or intelligence products
[] Shared contents with federal or DHS component partners
If so, which partners?
[J Shared contents with state and local partners
If so, which partners?
[ Shared contents with private sector partners
If so, which partners?
[J Other (please specify)

3. Please rank this product's relevance to your mission. (Please portion mark comments.)

O Critical

O Very important

O Somewhat important
O Not important

O N/A

4. How could this product or service be improved to increase its value to your mission? (Please portion mark comments.)

5. Was this product provided to you in response to a specific request to DHS I&A? ® Yes

6. Please rate your satisfaction with each of the following:

Very Somewhat Somewhat Very
Satisfied Satisfied Dissatisfied Dissatisfied N/A

Timeliness of product

or support b O O O O O
Responsiveness to your

intelligence needs O O O O O

If you answered yes to
question 5, please rate your

satisfaction with DHS |&A’s O O O O O

communication during the
processing of your request

To help us understand more about your organization so we can better tailor future products, please provide:
Your Name and Position

Your Organization

Your Contact Number or Email

D
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Paperwork Reduction Act Compliance Statement

Legal Significance of Office of Management and Budget Control Number: Your response to this feedback request is
completely voluntary. The Paperwork Reduction Act requires that the Department of Homeland Security notify
respondents that no person is required to respond to the collection of information unless it displays a currently valid
OMB control number.

Privacy Act Statement: DHS’s Use of Your Information

Principal Purposes: When you provide feedback on an Intelligence and Analysis (I&A) intelligence product, DHS collects
your name, position, contact information, and the organization you are representing. We use this information to contact
you if we have additional questions about the feedback and to identify trends, if any, in the feedback that you and your

organization provide.

Routine Uses and Sharing: In general, DHS will not use this information for any purpose other than the Principal
Purposes, and will not share this information within or outside the agency. Aggregate feedback data may be shared
within and outside DHS but without including the contact information. In certain circumstances, DHS may share this
information on a case-by-case basis as required by law or necessary for a specific purpose, as described in the DHS
Mailing and Other Lists System of Records Notice, DHS/ALL-002 (73 FR 71659).

DHS Authority to Collect This Information: DHS requests that you voluntarily submit this information under its
following authorities: 5 U.S.C. 301; the Federal Records Act, 44 U.S.C. 3101.

Effects of Not Providing Information: You may opt not to provide the requested information or to provide only some of
the information DHS requests. However, if you choose to provide any feedback information, you must provide a
classification level as requested on this form. If you opt not to provide some or all of the requested information, DHS
will not be able to contact you to fully address your feedback and any additional information needs.

Accessing and Correcting Information: If you need to access or correct the information collected on this form, you
should send an email to ia.feedback@dhs.gov. You may also direct your request in writing to the appropriate FOIA
Officer, whose contact information can be found at http://www.dhs.gov/foia under “contacts.” Additional instructions
are available at that website and in the DHS/ALL-002 System of Records Notice, referenced above.

Return to Form
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